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BIO/BIOES tagging

«  BIO tagging(5E = 10B tagging)= beginning, inside, outside2| =& = M AA O S0 A chunking task

OIo| EE == Bl dot= &5 ¢l =BHO|C},
o O0jdo = 22 chunkd]| &St TH @f token¥|l =B B FO0E 20|12, Z2 chunk0f =3t SR token
EH= 1850 E E2ICt name entityZ} Ot token= 0= Ef A BHCT

7

e  “B-PER, I-LOC”1} Z0| ZFE LIEIL = Ef O Qt0f & X|of f2f © =02 &=Lt

« BIOESE BIO Ef1E 2HZror L OHO| LY,
e chunk® SILI2| tokenBt A H S HEOHE 0|12, HH7H2| token2 E O|F O Xl chunkOf| A= A&t

tokenO|| BE, A| &1} OpX|2F= K| 2|3t S 7t tokenOf| = IS, OFX| 2 tokenO| = EE = @I L}
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BIO/BIOES tagging Oi| Al

Alex S-PER
Alex B-PER is 0
is 0 going 0
going 0 with 0
to 0 Marty B-PER
Los B-LOC A. I-PER
Angeles I-LOC Rick E-PER
in 0 to 0
California B-LOC Los B-LOC

Angeles E-LOC

BIO tagging BIOES tagging
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ner tag 5

e  Flair 0| Al X| & St= ner tagger®| Ef 1 =52 CF=4F 2L, ( https://huggingface.co/flair/ner-english )
« HFOZ=BIOES A= ArETHE

tag meaning

PER person name

LOC location name
ORG organization name
MISC other name
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715k tag 22 tagging Of| A|

i - targets O
e RAN : ransomware Simplelocker S-REN g

, @) Android B-MISC
also O OS E-MISC
known O

as O

AndrB-REN

/  |I-REN

Slocker-A E-REN

, @)

which @)

is O

Tor-enabled O

mobile O

device O

ransomware O

, @)
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Clo|E{ Ml =H|= Tl = F &

e hand-annotate 3t corpusZ S5 A|7{ = A £ annotation?t token2| tagging confidence/| 7 X| X| % .
Q5| gAas
e  Embedding = HZASIH ZX| S Z (gloveBt AFE -> glove + forward FlairEmbedding + backward

FlairEmbedding= 229t StackedEmbeddings AF-&)

*  nertagging =X
e “MISC” (miscellaneous) 2 = taggingot—= token2| H |7} OfO{Et. (e.g., “P2P” “AES”, “RaaS”, ”Javascript”,
“Bitcoins”, “SMBv1”, “C++” & 4 &= 7|& B2 named entity £ = F 6l Of St=717?)
e “product” tagE T/ A| {20 Ciet 281 (=2 taggingX| AFE Bt ner taggerOll = LOC, PER, ORG,
MISC2| 47} tagBt K| & S}H7| I Z 0| “Android”, “Chrome” S 2| product 2 25 “MISC” tagE 2 F =,

MEdoll tict = F7F ZRoHCHH ol & tagS 773l OF &)
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H|O|E{ Al EH|F 25| = B &
* nertagging =A
e “Mal/MSIL-BA” “Win32:Malware-gen”1} €2 8= 0|5 2 &5t taggingclOF St=7}? OfL| ™
T & Tt tagging©l OF St=7t7

« text editorE 2 YO0| tagE F='dot= YEHO| HAZFLCT
A

= 1
e tag= T = U gui E WL AHESHH 20| WS 0 &S o wWatA ZO0|Ct

-—

« exploit kit 2| O| &&= B O| SZ&ot=0l, 0|0 CHSt tage [F= X|H || OF St=X| O & (e.g., Fallout1,
Spelevo, EternalBlue, ...)

« AX=“MISC” tagE =5
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Clo|E Ml EH|F 96| = &
e TrueCrypt 2H&

*  TrueCrypt ransomware2} TrueCrypt open-source softwareO| Cli{ ot corpus/} 2 A &t
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